Computer Backup

An Introduction




¥ Reasons to Backup
¥ Backup Strategy

¥ Backup Software

¥ Backup Media




Backup Strategy

¥ The less time and money you are

willing to spend, the less safe your data
will be.

¥ Think about your NEEDS brst, develop
a STRATEGY, chooseSOFTWARE and
HARDW ARE




Backup Strategy (Cont @)

Table 2: Sample Backup Approaches

Major
Objective

Suggested Approach

Risks and Trade-0Offs

Saving Money

* Hardware: Your Mac's built-in
SuperDrive.

Software: Impression ($25).

Strategy: Scheduled weekly
duplicates and daily archives
stored on DVD-RW or
DVD+RW.

You will not have a bootable
duplicate, making it more
difficult to recover after a hard
drive failure.

You must be present when
backups occur to swap media.

Restoring files from an archive
will be time-consuming.

Ease of Use

Hardware: A single Maxtor
OneTouch FireWire drive.

Software: Retrospect Express.

Strategy: Just press the
button for instant (duplicate)
backups whenever you wish.

Mo archives to protect you
against file changes and
deletions, unless you set up
such a script manually.

Without redundant, off-site
media, you risk data loss due
to theft, fire, etc.

You must remember to press
the button.

AND/OR

Use an Internet backup
service such as Prolifix, which
provides its own software and
requires no hardware.

Mo bootable duplicates.

Extremely expensive if you ar-
chive all your files; significant
risk of data loss if you do not.

Your data is unavailable if you
lose Internet connectivity.

Data Safety

Hardware: Three external
FireWire drives.

Software: Retrospect Desktop.

Strategy: Scheduled weekly
duplicates and daily archives,
alternating among drives; one
drive always stored off-site.

Optional: Archive mission-
critical and active files
frequently to your iDisk or an
Internet backup service.

Significant hardware and soft-
ware costs.

Learning curve to set up and
use Retrospect software.

Inconvenience of moving drives
around each week.




Backup Strategy (Cont @)

¥ Do you need duplicates? it takes hours to

reinstall a set of software. A duplicate is a complete bootable
exact copy of your entire hard disk.

Do you need archives? i your computer wer e

stolen, can you live without the data on it? An archive contains
copies of your bles as they appeaed at multiple points in time.
Backup programs typically perform an incr emental archive.
Because of the way achives are stored, they do not represent a
complete, intact version of your entir e hard disk. Ordinarily , an
archive is not bootable.

Do you have special backup needs?

Digital photos; video and audio?




Backup Strategy (Cont @)

¥ Scheduling Backups

¥ Automatic Is best; regular backups
are the only kind that matter .

¥ Duplicates should be updated at least
as frequently as major system
changes.

¥ A sound strategy is have backups of
your backups.




Backup Strategy (Cont @)

¥ The best backup strategy includes
duplicates and archives.

¥ However, whatever you do
AT LEAST do some form of backup.




Testing Your Ar chive

¥ When your backup Is complete

¥ Test it by choosing a few random Ples
or folders fr om the archive to restore.

¥ Restore to a different location and
check the restored Ples.

¥ Important. check backups regularly to
conbrm archive is still intact.




Backup Media

¥ External hard drive (speed, capacity.
random access, versatility, economy)

¥ Size? 1 - 1.5 times capacity of souwre volume

¥ Partition into 2 volumes: duplicate &
archives

Longevity? 2-3 years (sell eformatted old
media on eBay to recoup some of cost)




Backup Media (Cont @):

¥ Hard Drive (external pr eferred)

¥ Maxtor OneTouch: IOGEAR TriSelect

¥ CMS ABSPlus for duplicates only

¥ Build-your own: HD plus case

¥Interface: FireWire 800/400 and USB 2.0,
but bootup fr om USB is iffy.




Backup Media (Cont @):

¥ Optical Media
¥ CD or DVD: slow and Iimited size
¥ CD-RW for archives (reuse)
¥ DVD RW (cheapest per gigabyte)

¥ Both are labor intensive




Backup Media (Cont @):

¥ Other Media

¥ lomega ZIP and Jazz (unreliable)
lomega REV (35 GB and pricey)
Tape drive (slow and pricey)
Flash drive (too small and pricey)
IDisk (2 GB max and pricey)(off site)

Internet backup services (archive only and pricey)(of f site)




Backup Software

¥ Duplication + Archiving (many
choices)

¥ Retrospect Desktop or Retrospect Express - ecommended

¥ Duplication (no ar chiving) (many
choices)

¥ Examples: Carbon Copy Cloner, SilverKeeper, Bounce Back
Pro, CopyCatX




Backup Software (Cont@):

Table 4: Duplication+Archiving Software Feature Comparison

Personal Backup X
Retrospect Desktop
Retrospect Express

Backup Simplicity
Synchronize Pro X

N |Impression

Hard Disk
Disk Image
cCD/DVD

- Multisession

- Media Spanning
Network Servers
Additive Incremental
Rotating Archives
Rotating Backups
Snapshots
File List
Exclusions
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coolE2®

Yes
Yes
MNo | No | No
Mo | Mo | Yes
Yes | Yes | [15]
[13]|[13]| Mo
Yes | [4] | No
Compression Yes | Yes | Yes
Encryption Yes | Yes | [10]
Restore Feature Yes | Yes [ No | No
Client-Server Mo Mo | Yes | Mo | Yes | No
Notes [5] [14] | [14]
[1]1Only if created by user [11] Yes; only one session at 2 time
[2] Only if mounted in the Finder [12] Packet-writing support for adding
[3] /Users folder only data to partly-used optical discs
[4] Limited [13] Searchable

[5]Can only back up startup velume [14] Backup Server function

[6] Yes; "Versioned Backup” [15] RsyncX's incremental archives
[7]1 Disk image only function as their own snapshots.
[8] Duplicates bootable after restoration [16] Manual only

[9] Based on file modification date [17] Yes; "Evolutive Mirror Backup”
[10] Only for disk images

Archives
mZzZzZz 27
FE oo oM

=
o

Other
=
o




Backup Software (Cont@):

¥ Recommendation: Select a single
program for duplication and ar chiving.

¥ Bottom line: consider price, ease of use,
documentation, support, r eputation,
bootabllity - Simple Is better




¥ Regardless of which hardwar e or software
your use, your BIGGEST concern is
whether your data Is safe.

¥ Safety Is more assued If you do your
backups regularly, make multiple copies,
and keep one copy of site.

¥  Source: TidBITS.com: Qake Control of Mac OS X Backup® by Joe Kissel
(10% discount for MacSTAC) (An Ithaca NY company)




